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 Proactive protection
  for VMware ESX/ESXi
  configurations

 Monitor access
  permissions, network 
  settings, 3rd party tools 
  and more

 Ensure the security
  and continuity of your
  IT operations

 Integrates with the 
  CimTrak Integrity and 
  Compliance Suite 
  for complete protection 
  of your IT assets

Monitoring Critical VMware ESX 
and ESXi Server Configurations 
with CimTrak
Awareness of VMware ESX/ESXi server con!guration changes is vital in maintaining a 
stable, secure virtual machine host. Monitoring the integrity of these con!gurations 
ensures that the hosted systems remain available for supporting day-to-day business 
operations. Because VMware ESX hypervisors generally run many virtual machines, 
unexpected or malicious changes can quickly cripple an organization’s IT infrastructure.

CimTrak Takes VMware ESX Monitoring To The Next Level
Active monitoring of VMware ESX hypervisor con!gurations is an important aspect of 
IT security as well as a best-practice for VMware administration.  It also provides vital 
insight into your virtual infrastructure.  Existing VMware ESX hypervisor monitoring 
tools tend to focus solely on monitoring certain key con!guration settings.   Based on 
this limited view of the state of the hypervisor, it is possible that subtle changes and 
alternations to the hypervisor con!guration will not be detected.  CimTrak keeps your 
VMware ESX hypervisors in a constant state of integrity and ensures that all ESX 
con!guration changes are detected.

CimTrak takes VMware ESX/ESXi monitoring to the next step by monitoring the 
con!gurations of the VMware Hypervisor directly at the source. CimTrak interfaces 
directly with VMware to securely capture actual con!guration data !les from the 
Hypervisor host. Capturing the actual con!guration data !les allows complete 
analysis of the VMware Hypervisor and the host operating system running the 
Hypervisor. Additionally, CimTrak provides administrators the capability to manually 
roll-back con!gurations using the authoritative copy of con!gurations stored within 
CimTrak’s Master Repository.
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» Detect host file modifications
      Monitor for changes, whether malicious or accidental, that can cripple your VM hypervisors and other business critical systems.

» Monitor privilege escalations
     Be alerted to any changes to user privileges that can allow sensitive data to be accessed or malicious activity to occur.

» Detect changes to vSwitch and other network settings
     Changes to switch and network settings can allow unauthorized access to critical con!gurations, which can disrupt the integrity 
     and availability of your VMware hypervisor.
 

» Track whether VM’s are being added or deleted
     Get complete insight into actions and have an audit trail to satisfy compliance requirements.

CimTrak Fits Your Environment
With coverage for a wide range of operating systems, network devices, and databases as well as other items typically found in the 
data center, CimTrak !ts in your environment. What’s more, CimTrak is easy to set up, con!gure and use, so your IT sta" can spend 
time on more pressing issues. By providing key insight into your IT environment, personnel can pinpoint issues and react quickly, 
maximizing time and saving money. It’s why enterprises and government agencies rely on CimTrak to ensure integrity and maintain 
compliance with regulations such as PCI, HIPAA, FISMA, ISO 27001 and more.  

CimTrak is Security
CimTrak has been built with the stringent needs of government customers in mind. CimTrak has been certi!ed to Common Criteria 
EAL Level 4 + FLR, the highest government certi!cation for a software product. In addition, the CimTrak cryptographic module has 
been certi!ed by NIST to meet the U.S. Federal Information Processing Standard (FIPS) 140- 2. CimTrak is also listed on the United 
States Army Approved Products List (APL) and is the only integrity tool certi!ed for use by the Untied States Department of Defense. 
 
Further, your critical data is secure. All communications between CimTrak components are fully encrypted and the CimTrak Master 
Repository stores your !les and con!gurations in both a compressed and encrypted form. All CimTrak user and administrator actions 
are logged, and all CimTrak logs are securely stored and unable to be deleted.  No other integrity and compliance tool can match 
these stringent safeguards to protect your information.

detecting the unknown

Phone 219 736 4400 | Toll Free 877 424 6267
www.cimcor.com | info@cimcor.com

© 2011 | Cimcor Inc. | All rights reserved


